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OVERVIEW

This presentation will focus on essential insights into technology contracting 

for the State of Georgia. I’ll explain unique terms in technology contracting 

and some best practices. I’ll discuss what the State cannot agree to, what 

the State should not agree to, and tips to getting a signed technology 

contract that protects the State’s interest.   
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WHAT IS DATA?

 The Merriam-Webster dictionary defines data as:
(1) Factual information (such as measurements or statistics) used as a  

basis for reasoning, discussion, or calculation; 
(2) Information in digital form that can be transmitted or processed; and
(3) Information output by a sensing device or organ that includes both 

useful and irrelevant or redundant information and must be processed 
to be meaningful.

 Technology contracts generally deal with the second definition, but data 
privacy incorporates all types of data
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WHAT MAKES A CONTRACT A “TECHNOLOGY” CONTRACT?

 Sometimes, contracts are not obviously a technology contract – either the 
data does not seem like technology data or the data transfer/sharing/storage 
seems secondary to the main purpose of the contract. 
 It is important to review every contract for any possible data usage and, if 

there is, ensure it is protected.  
 Questions to ask would include: 

(1) Does the contractor have access to an agency’s computer systems;
(2) Is any data is being transferred, stored, shared, or utilized in any way by 

a third party; or 
(3) Is the contractor is going to aggregate or use any data that is owned by 

the state? 

4



CYBERSECURITY VERSUS DATA PRIVACY

 Cybersecurity and Data Privacy are often used interchangeably, but they are 
different. 
 Cybersecurity focuses on the security of an entity’s computer systems. That 

security should encompass technological and physical security, as well as 
security training for employees.
 Data Privacy is concerned with the rights of individuals and corporations to  

keep their data private. 
 Both Cybersecurity and Data Privacy must be considered in tandem when  

writing or reviewing a technology contract, but those concerns must also be 
balanced with the legitimate business needs of the agency. 
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TYPES OF TECHNOLOGY CONTRACTS

 On-Premise Software License Agreements and Distribution Software 
License Agreements

 IT Professional Services Agreements

 Cloud Services Agreements

 Software Ownership Transfers

 Combination Contracts
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END USER LICENSE AGREEMENTS (EULA’S)

 Essentially, EULAs are copyright licenses that grant the end user some of 
the copyright’s exclusive rights. 

 Exclusive copyright rights include: 
(1) Reproduce
(2) Modify or create derivative works
(3) Distribute
(4) Publicly perform/display
(5) Use and other pseudo rights
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END USER LICENSE AGREEMENTS SCOPE

EULAs also include the scope of the rights being transferred.  Scope can 
include things such as:

(1) Exclusivity of the license rights
(2) Geographic limitations 
(3) Duration 
(4) Revocability 
(5) Payment 
(6) Sublicense and transferability 
(7) Users and computers (e.g., concurrent users)
(8) Restrictions on use
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END USER LICENSE AGREEMENTS AS A COPYRIGHT

 Terms restricting the scope are often not just contract promises - they are 
conditions on the use of the license.

 Language to look for that would trigger terms as a license condition: 
“provided the customer complies with…” 

 The entire contract cannot be a license condition

 EULAs and Cloud Contracts
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SERVICE LEVEL AGREEMENTS (SLAS)

 SLA refers to a clause or clauses that address the performance of cloud 
services or sometimes professional services, including:
(1) Speed of performance
(2) Uptime
(3) Error rates
(4) Deadlines to fix malfunctions
(5) Remedies for service level failures

 Often, a company’s SLA is standard for all users. 
 Pay attention to Uptime and Downtime
 SLAs often only permit a limited remedy 
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CLOUD CONTRACTS

 No copy of software is given.
 No software means no need for a copyright license.
 Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS), and 

Infrastructure-as-a-Service (IaaS)
 Common language in cloud contracts will be that the provider retains all rights, 

titles, and interests to the SaaS, including all software included in and used to 
provide the SaaS. 
 Will also include scope terms, like:

(1)Number of users/log-ins
(2)The number of transactions
(3)The amount of data

 Normally, there are terms the require the user to comply with the provider’s 
policies.
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ACCEPTABLE USE POLICIES (AUPS)

 A set of rules applied by provider that restricts the ways in which the 
network, website, or system may be used and sets guidelines as to how it 
should be used.
 Important to review the AUP to make sure any planned use does not violate 

the terms
 Can include terms that restrict the type of data allowed 
 Often, a violation of an AUP can lead to a unilateral, automatic suspension 

or even termination 

12



LINKS IN CONTRACTS

 It is common to see links to websites in technology contracts.

 Best practice is to remove all links and incorporate the terms into the 
contract or as an attachment.

 When negotiating links in contracts, an agency can rely on O.C.G.A. § 50-5-
64.1(a)(1)(B).

 One exception to the ‘no link’ rule is for links to the specifications of the 
service as it might be beneficial to the agency. 
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STEPS TO TAKE WHEN DRAFTING OR REVIEWING
A TECHNOLOGY CONTRACT

 Talk to your Chief Information Security Officer (CISO)

 Classify the Data

 Discuss the risk

 Draft

 Review

 Talk to your CISO again
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UNIQUE TERMS IN TECHNOLOGY CONTRACTS

 There are many terms that are unique to technology contracts: 

(1) Cybersecurity Terms
(2) Data Privacy Terms
(3) Data Ownership
(4) Breach Terms
(5) Termination
(6) Specifications
(7) Business Continuity and Disaster Recovery Terms
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CYBERSECURITY TERMS

 The contract needs to make clear how the data is to be secured, both 
electronically and physically.
 GTA requires that all data be stored in data centers in the United States 

at all times.
 Best practice would be to ensure that data cannot be stored on any portable 

devices.
 Your CISO or GTA should review the contractor’s security processes and 

technical limitations to ensure the data is protected.
 Two standards to be aware of are the National Institute of Standards and 

Technology (NIST) Standards and the Federal Information Processing 
Standards. 
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DATA PRIVACY TERMS

 It is important to know what data privacy laws apply to the data being shared 
in the contract.
 Recommended language is to simply say that “the contractor warrants that it 

will be fully compliant with relevant laws, regulations, and guidance as may 
be applicable to the service.”
 US privacy laws are complicated
 Georgia Privacy Laws – GIPPA O.C.G.A. §§ 10-1-910 to 915
 Subpoena, legal order, demands, or other requests for data
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DATA OWNERSHIP

 Can be difficult to negotiate.

 Agencies should always make sure they retain the right to their own data 
and intellectual property.

 Who owns the output or work product created from the software? 

 Best practice is to retain ownership of any output or work product, but that 
might be difficult to do.

18



BREACH TERMS
Breach versus Security Incident
Contract must define what steps the contractor must take after a security incident or 

a data breach.
The contractor might need to communicate with outside parties, including law 

enforcement.
Any contact with law enforcement on matters regarding state systems or data must 

be followed by a report to the Georgia Information Analysis and Sharing Center (G-
ISAC) at (404) 561-8497.
These terms should be discussed with your CISO.
The agency should be notified within a reasonable time of discovery (usually within 

a matter of hours), and a data breach notification should be equal to or less than the 
time to notify for a security incident. 
Liability for the breach should also be clearly stated in the contract and will likely be 

dependent on the category of the data. 
Breach Insurance
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TERMINATION

 Must consider what happens to the data after termination.

 Does the agency want the data returned to them, given to a third party, 
destroyed, or some combination thereof? 

 Certificates of destruction

 Data retention
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SPECIFICATIONS

 Like all good contracts, it is important to be clear about what is being 
contracted for.
 Specifications can be further broken down into functional (how the system 

works) and technical (how the system is built).
 The specifications are probably better off in a statement of work or as an 

attachment. 
 The provider should usually write the first draft as they are more familiar with 

the product.
 Specifications should be reviewed by a CISO. 
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BUSINESS CONTINUITY AND DISASTER RECOVERY TERMS

 A business continuity clause lays out the requirements for the provider to 
keep technology up and running in the face of natural disasters, wars, and 
other calamities.
 It also includes obligations to restart technology or restore data quickly if a 

system goes down.
 Generally a separate document.
 Business continuity and force majeure.
 A business continuity and disaster recovery plan should be in place before 

any data is transferred.
 Back ups are necessary and should be considered in the contract.
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O.C.G.A. § 38-3-22.2

 Contains new cybersecurity reporting requirements.
 Requires every agency to report to the director of emergency management and 

homeland security “any cyberattack incident, data breach, or use of malware to 
create a life-safety event, substantially impact the security of data and information 
systems, or affect critical systems, equipment, or service delivery.”

 All cyber incident reporting should be through a phone call to the GTA Helpdesk: 
(877) GTA-3233. The current GTA/GEMA threshold for required cyber incident 
reporting is currently set as: 

(1) Severity 1 incidents disable major functionality of a business and/or renders 
systems inaccessible (Impossible to conduct day-to-day business).

(2) Severity 2 incidents partially disable business functionality (Day-to-day 
business is inconvenienced but possible).

(3) Severity 3 incidents encompass everything not falling under the previous 
severity events like various social engineering attacks such as business email  
compromises or other spear phishing/whaling campaigns.
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O.C.G.A. § 38-3-22.2 CONTINUED

 GTA Helpdesk to report should include:
(1) Name and contact information of the person reporting the incident;
(2) Agency;
(3) A brief description of the cyber incident; and
(4) The agency’s primary point of contact with business hours and after hours 

contact information.

 The Prosecution Division’s point of contact in this arena is Assistant Attorney 
General Ashton Murphy. If you become aware that an agency has suffered an 
incident, please also make Ashton aware so that she can liaise with law 
enforcement. If you have any other questions you can contact Blair McGowan or 
GTA Cyber Security Analyst Jonathan Baugh: 404-615-7039; 

jonathan.baugh@gta.ga.gov.
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